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?????????????30bit?230??????????????????????
????????????????????????????????????????
???????RSA??????????????????????????????
?????????????????????????????????????????
RSA?????????????????????????????????????
????????????????????????????????????????
????????????????????????????????????????
?????????????
2?????????????????????
2.1???????????
????????????????????????????????????????
????????????????????????????????????????
????????????????????????????????????????
????????????????????????????????????????
??????????????????????????????????
?????????mod p???
p???????a (mod p), b (mod p)?????
E : y2 º x3 + ax + b (mod p)
?????4a3 + 27b2 º/  0 (mod p)???????E? p???????elliptic curve??
???
????????????????????????????????
y2 º x3 + ax + b (mod p)??? y2 = x3 + ax + b (mod p)????4a3 + 27b2 º/  0 (mod p)?
4a3 + 27b2 ¹ 0 (mod p)??????????????????????????????
(x, y)?????????????????????????
? 1   p = 7???????? y2 = x3 + 3x + 4?????a = 3, b = 4??? 4a3 + 27b2 = 
108 + 432 = 540 º 1 ¹ 0 (mod 7)??????????????????????????
?1?x = 0?????y2 = 4??? y = 2? y = -2 º 5 (mod 7)????(0,2), (0,5)? 2?
?2?x = 1?????y2 = 1??? y = 1? y = -1 º 6 (mod 7)????(1,1), (1,6)? 2?
?3?x = 2?????y2 = 18 º 4????y = 2? y = -2 º 5????(2,2), (2,5)
?4? x = 3?????y2 = 40 º 5???????????? y???????x = 4??
?????
?5?x = 5?????y2 = 144 º 4????y = 2? y = -2 º 5????(5,2), (5,5)
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?6?x = 6?????y2 = 238 º 0????y = 0?????? (6,0)? 1??????
?????p = 7???? y2 = x3 + 3x + 4?????
(0,2), (0,5), (1,1), (1,6), (2,2), (2,5), (5,2), (5,5), (6,0)? 9???? ?
??? 1?????mod 7?????????x = 8????????????????
??????????????????? O????????E : y2 = x3 + 3x + 4???
????*3??? O????????????????? 0???????????
2.2????????????????
?? B???????????????????(1,2) + (-3,5) = (1 - 3, 2 + 5)???
????????????????????????????????????????
??? 1??????(1,1) + (2,2) = (3,3)??????(3,3)?????????????
????????????????????????????????????????
????????????????????????????
?????????????????????????
p????P1 = (x1, y1), P2 = (x2, y2)????? 2?????? y2 = x3 + ax + b (mod p)?
????????
?1?-O = O?????
?2?-P1 = (x1, -y1)?????
?3?P1 + O = P1?O + P2 = P2?????
?4?P1?P2 ¹ O???P2 = -P1?????P1 + P2 = P1 - P1 = O?????
?5?P1?P2 ¹ O???P2 ¹ -P1???????
x3 = m2 - x1 - x2, y3 = m (x1 - x3) - y1
?????P1 + P2 = (x3, y3)?????????? m? 2? P1, P2?????????
?????????????????
m
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1
1 2
3
2
( )
( )
????
??  ??????????? m???????????????????? mod p??
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≡ (mod )
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?????? s??????????????????1 º s (x1 - x2) (mod p)?????
????????????????????????????????????????
????
s (x1 - x2) - pk = 1
??? 1???????? s, k??????????????????????????
????????????????????????? 2???????????????
?????????? P3 = (x3, y3)???????????????????????
????????????????????????????????????????
?????????????????????????????????????? P3
??????????????????????????????????????*4?
??????????????
P1, P2????? y2 = x3 + ax + b (mod p)???????????? O????????
?????P1 + P2 = P3??????????
?1? P1? P2? x?????????P3 = O????x?????????? 
????2???4?????????
?2?2? P1, P2????? ??????? P1 = P2???? P1????? ????
?3??? ????? y2 = x3 + ax + b?????P1? P2???????? P¢????
?4?P¢? x?????? P3????
?????????????? P¢?????????????? -P3????????
?????????????????????????????????????????
???????????? y2 = ¼??????x?????????????????
????????????????????????????????????????
?????????????
*4 ??? P1, P2???????????????????????????????????????
y2 = x 3 - x y2 = x 3 + 1
P2
P1
P
P3
P1 P
P3 = 2P1P2
P3 = 
P1 P2
P1
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?????????????? m???????????????? ? y = mx + n?
???????????????? y2 = x3 + ax + b?????
(mx + n)2 = x3 + ax + b
????????????? x3 - m2 x2 + (a - 2mn) x + b - n2 = 0???????
P1 = (x1, y1)??? ?????????y1 = mx1 + n????????? n = y1 - mx1?
???????????????
x3 - m2 x2 + (a - 2m ( y1 - mx1)) x + b - ( y1 - mx1)2 = 0
???????P1, P2, P3? x????? ???????????????P¢? P3? x
?????????????(mx + n)2 = x3 + ax + b ÜÞ (x - x1)(x - x2)(x - x3) = 0???
???????????
x3 - (x1 + x2 + x3) x2 + (x1 x2 + x2 x3 + x3 x1) x + x1 x2 x3 = 0
?????????????? m2 = x1 + x2 + x3????x3 = m2 - x1 - x2???????
????y3? x??????????????????
y3 = -(mx3 + n) = -mx3 - ( y1 - mx1) = m (x1 - x3) - y1
???????????????? ?
? 2  ? 1?????? p = 7???? y2 = x3 + 3x + 4?????? 1?? (1,1), (5,2)?
??????????? (1,1) + (5,2)???????????? m? x1 ¹ x2?????
m= −
−
=− − ≡−− −
1 2
1 5
4 1 3 71 1( ) · (mod )??????????? ??  ???? 3-1? mod 7
?????????????????? m = -1?3-1 = -1?5 º 2????3-1? 3?5 = 
15 º 1 (mod 7)??????? 5?????? p = 7????????????????
?????????????????????????????????????????
?? ed º 1 (mod p)?????????????m = 2?????????
x m x x
y m x x y
3
2
1 2
2
3 1 3 1
2 1 5 2 5 7
2 1 5 1 9 5
= − − = − − =− =
= − − = − − =− =
(mod )
( ) ( ) (mod )7




???(1,1) + (5,2) = (5,5)???????????
?????? (5,5)? 2?? P3 + P3 = 2P3???????*5??????? M????
M a= + = + = −3 5
2 5
3 5 3
10
10
2 2
1·
·
·
????10-1 = 3-1????????? M = 3-1 = 5????
??? x = M 2 - x3 - x3 = 1 (mod 7)?y = M (x3 - x) - x3 = 1 (mod 7)??????(5,5) + (5,5) 
= (1,1)???? ?
*5 ?????? 2P3 = [2] P3??????????
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3???????????????
???????????????????????????????????????
????????????????????????????????????????
????????????????????????????????????????
??????????????????????????????? 1????????
? p - 1??????????????????????????
3.1????
???????????????????????????????????????
????????????????????????????????????????
?????
??????? 1?????????
0??????? A???????????????????????
1? 2?? A?1????????????????????????????
2? 1????????????????????1?????????
3????????????????????????????????????????
4???????????????????????????????????
?????????????????????????2 ? 4???????????
????????????????????
???????????????????????????????????????
????????????????????????????????????????
?????????????????????????????????????????
????????????????????????????????????????
????????????????????????????????????????
???
3.2????????????
???????????????????????????????????????
????????????????????????????????????????
????????????????????????????????????????
????????????????????????????????????????
????????????????????????????????????????
????????????
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??????? 2?????????????
0?????? A???????????
1? 2?? A???????????
2??? 2??????????? 2?????2??????????
3? 2??????????????????????? 3???????
4?????? 3??????????
5? 4??????????????????????? 5???????
6????????????? A????? A??????????????
7??????????????????????????? A????
???????????????????????????????????????
???? A???????????????????????????A??????
????? A???????
? 3  5359????????????? 2?? 5359????????????????
??????????????
?1??? 2, 4, 6, 8, ¼, 5358????
?2? 3?????????3, 9, 15, ¼, 5355????
?3? 4?????????5?????????5, 25, 35, ¼, 5345????
?4? 6?????????7?????????7???????
?5? 8, 9, 10 ????? 1, 2?????????????? 11???????
?6?12?????????? 13???????
?7?14, 15, 16???????????17???????
?8?18???????????19???????
?9? 20, 21, 22???????????23?????????? 23? 5359?????
????? 5359 = 23 ´ 233?????233???????????????????
?
????????????????????????? 5359 < 74??? 73?????
?????????5359?????????????????????????????
????????????????????????????????????????
?????????????????????????????????????????
???????????????????????????
??????2????????????????2, 2 + 2 = 4, 4 + 2 = 6???? 2??
?????????????????? 2??????????????????? 11
????????????????? 11?????????????????????
????????????????????????????????????????
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????????????????????????????????????????
???????????????????????????
??????? 5359? 23? 233??2?????????????????????
??????????????? A????? 2?????????????????
????????????????????????????????????????
? 2??????????????????????????????????????
??????????? 1147 = 31 ´ 37??????????????????????
????5359?????????????????????????????????
????????????????????????????????????????
????????????????????????????????????????
?????????
3.3?????? p - 1?
???????????????? 2??????????????????????
????????????????????????????????????????
????????????????????????????????????????
????????????????????????????????????????
??????????????? p - 1????????????????????????
? 4   A = 540143???????????
?1? B = 8???????????????????????????????????
B??????????????????????????????????
?2?B????????? 1,2,3,4,5,6,7,8?????? ??????23 ´ 3 ´ 5 ´ 7 = 
840???????
?3????? a????a = 2??????????
?4?a  (mod A)?????????? 2840 º 53047 (mod 540143)
?5? ?4????????????1????53047 - 1 = 53046??? 53046? A = 540143
???????????????????????????????????
gcd (53046,540143) = 421?????????? A = 540143??????????
540143 = 421 ´ 1283?????????? ?
????????????????????????????????????????
?? p - 1?????????????????????????????????RSA
????????????????? 14?????????????????????
????????????????? 15???????????????????????
????????????????????????????????????????
??????????
???????????????????
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??????? 3?p - 1??
0???????? n???????????
1??????? B????1, 2, ¼, B?????? ?????
2?????????? a????a  º C (mod n)??????
3?C - 1? n?????? G = gcd (C - 1, n)??????
4?1 < G < n????G? n???????
5?G = n?????B??????????G = 1?????B??????? a???
???? 1????
3.3.1?????? p - 1????
??????????????????????p????????????a? p?
????????
a p-1 º 1 (mod p)
??????????C¢ = am( p-1)???????????????? 1 = 1m º (a p-1)m = 
am( p-1) (mod p)????C¢ - 1 = am( p-1) - 1? p????????????????
m( p - 1) ???? p - 1 ????????C¢ - 1? p???
??????????????????
?????????????? n??? p, q???? n = p ´ q??????????
n? p????????????? C¢ - 1? n???? p?????????????
??? p????????????????????????????????????
???? p????????????????? 5??3??????????????????
???????? n = p ´ q???????????????????????? am( p-1) 
(mod p)??????????????????am( p-1) (mod n)?????n??????
?????????????????????? p - 1???????????????
????????
? 5  ? 4?? n = 540143 = 421 ´ 1283?????
?1?B = 8?????????? = 840????????????? 1??? 1??? 
???
?2??????n = 421 ´ 1283????????? 421?????? 421 - 1 = 420?
?????? 420??????????????? = 2( p - 1)?????????
????????????
a  º 1 (mod p)
??????????? C - 1 º a  - 1? p??????????
?3? ??? C - 1? n???????? p?????????????????  = 
840????????? 1283??????1283 - 1 = 1282?????????
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????????????????????????? ? 1282???????
??????????????? C - 1? q = 1283?????????????
?? C - 1? p, q?????????????gcd (C - 1, n) = n???????? 
p, q????????????????????? n = pq????p - 1????
????????q - 1?????????????? ???? B??????
?????????
a  º 1 (mod p)????a  º/  1 (mod q)
??????????????? 1283 - 1 = 1282 = 2 ´ 641????B = 641??
?????????????????????421 - 1 = 420 = 22 ´ 3 ´ 5 ´ 7? 7
??????????????????? B = 8???????????????
??????8  B  640???? n = 421 ´ 1283? C - 1???? 421????
?????1283???????????
gcd (C - 1,540143) = 421
??????? 421??????????
?4?????????? B = 3???????????  = 6?????????a = 
26 = 64????G = gcd (63, n) = 1?????????????????????
???? 3??? 4?5???????
?5??????? 421,1283????????????????????????? 
p - 1?????????? q - 1?????????????????????
????????????p - 1???????????????????4????
? gcd (C - 1, n) = 1?????B?????????p - 1??????????
?????? ?
?????????????????
? 6  n = 2047 = 23 ´ 89?????????????????????????????
???????????????????p - 1??????????????????
??????????????? B???? 23 - 1 = 22?????????89 - 1 = 88
???????????? B?????????????? 22? 11?????? 
B = 11????????????????????  > 88??????????????
??? 88???????????????? B??????????????????
???????? 3??? 5???????a???????????????????
??????? a????????????a = 12??????? ?
3.3.2 n = 540143 = 421 ´ 1283???
????????p - 1????????????????????????????
????????????????????????????????????????
????????????????????????????????????????
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?????????????? p - 1?????????????????p - 1???
??????????
?1?n = p ´ q? p, q??????
?2???? B??????B?????????????? ? p - 1?????????
q - 1??????????????????????????????????
???????????
a  º 1 (mod p)????a  º/  1 (mod q)
????????
?3???????? p - 1???????????????????????????
?? p - 1???????????????
?4?????540143????????????2???? 421,1283????????
?????????421 - 1 = 420??????420 = 22 ´ 3 ´ 5 ´ 7??????
???????????B = 8????????????????? 1283 - 1 = 
1282 = 2 ´ 641? 641?????????????? 540143?????????
?????8  B  640?????????????????????
?5?????????p - 1, q - 1???????????????????????
??????????????????????? p - 1???????????
??????????????????????????? B??????B??
????????????
?????????????? p - 1???????? n??????? p - 1, q - 1?
??????????1???????????? p - 1??????????????
????????????????????????????????????????
????? p - 1????????????????????????????????
???
4??????
p - 1????????????? B??????????????p - 1??????
?????????????????? q - 1??????????????????
??????????????? p - 1?????????p - 1?????????? 
p - 1??????????????????????????????? n?????
??????????????????????????? p - 2??????????
????????p - 2???????????????????p - 2????? p - 10 
?????????????????????????????????????
?????? p - 1???????????????????????? a p-1 º 1 (mod p) 
?????p - 1????????*6???????????????????????
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???????????????? p - 1?????????????????????
????????????????????????????????????????
?????????????????????????????????????
??????????????
(x1, y1)? y
2 º x3 + ax + b (mod p)???????(x1, y1)?????? p??
y2 = x3 + ax + b????????? 1????
???????? n??????
??? n??????????????
(x1, y1)? y
2 º x3 + ax + b (mod n)???????(x1, y1)?????? n??
y2 = x3 + ax + b????????
?? n????????????????????????????????????
????????????????????????????????????????
?? n? 2??????????? RSA?? n = p ´ q???????????????
????????? n = pq???????????? y2 = x3 + ax + b (mod n)?????
??? p???????? q?????????????????????
? 7  n = 77 = 7 ´ 11?????? y2 = x3 + 3x + 2 (mod 77)??????(26, 32)???
????????????????x, y??????? p = 7???? 26 = 5 (mod 7), 
32 = 4 (mod 7)??? (5, 4)? y2 = x3 + 3x + 2 (mod 7)????????????
?? y2 = 42 = 2 (mod 7)?x3 + 3x + 2 = 125 + 15 + 2 = 142 = 2 (mod 7)??? y2 = x3 + 
3x + 2 (mod 7)?????
????q = 11???????????26 = 4 (mod 11)?32 = 10 (mod 11)??? (4, 10)
??? y2 = x3 + 3x + 2 (mod 11)?????????????????
y x x
y x x
y x x
2 3
2 3
2 33 2 77 26 32
3 2 7 5 4
3 2
= + + ⇐⇒
= + +
= + +
(mod ) ( , )
(mod ) ( , ) 
 (mod ) ( , )11 4 10




??????????? (5, 4) (mod 7)?(4, 10) (mod 11)????????????? 
n = 77???? (26, 32)????????? x???????????????
7???? 5???11???? 4???????? 77???????????? (® 26)
???????????26???????????????????????????
????????????????????????????????????????
????? 1??????????????????????n = pq?????? p??
???? q?????????????????????????????????????
6* ????????????(Zp)*???????? p - 1?????????
????
????
????
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?1????????????
?2??1??????(26, 32)??? y2 = x3 + 3x + 2 (mod 77)?????? p = 7????
??????????? (26, 32) = (5,4) (mod 7)????? 7 ?????????
?????(5, 4)??? y2 = x3 + 3x + 2 (mod 7)?????? n = 77????????
???? (5, 4)? 77??????????????????????????? 
n = 77??? (5, 4)??????????????????????????(5, 4) 
(mod 7)???? (4, 10) (mod 11)????????????? (26, 32)??????
??????????????????? mod n????? p??? q?????
???????????????????????????????? ?
?????n = pq???? y2 = x3 + ax + b???? (x, y) (mod n)????
              
              
      
( , ) (mod )
( , ) (mod )
x y n
x y p
⇐⇒
        ( , ) (mod )x y q{
?????????*7?O (mod n)? O (mod p), O (mod q)???????????n???
p??? q??????? (x, y)??? (mod n)??????????(x(n), y(n))?????
???????????? (mod n)?????mod??????????????
?????????????????????????????????
?????????????????????????????
p????P1 = (x1, y1), P2 = (x2, y2)????? 2?????? y2 = x3 + ax + b (mod p)?
????????
?1?-O = O?????
?2?-P1 = (x1, -y1)?????
?3?P1 + O = P1?O + P2 = P2?????
?4?P1?P2 ¹ O???P2 = -P1?????P1 + P2 = P1 - P1 = O?????
?5?P1?P2 ¹ O???P2 ¹ -P1???????
x3 = m2 - x1 - x2,  y3 = m (x1 - x3) - y1
?????P1 + P2 = (x3, y3)?????????? m? 2? P1, P2???????
???????????????????
m
y y
x x
x x
x a
y
x x
=
−
−
≠
+
=





2 1
2 1
1 2
1
2
1
1 2
3
2
( )
( )
*7 ??????????????????????????? mod n???????????????
???
???
???
???
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4.1 ????????
?????????????????????????? p - 1??????????
????????????????????????????????????????
???????????????
??? 1?
p, q?????????n = pq????O???? 2? P1 = (x1, y1), P2 = (x2, y2)? n?
???????? y2 = x3 + ax + b????????????????? n = pq???
??????????????? x1, y1, x2, y2????
( )
( ) ( ) (mod )
( ) ( ) (mod )
( ) (
∗
≡ + +
≡ + +
≡
y x ax b p
y x ax b q
y
1
2
1
3
1
1
2
1
3
1
2
2
 
 
x ax b p
y x ax b q
2
3
2
2
2
2
3
2
) (mod )
( ) ( ) (mod )
+ +
≡ + +





 
 
??????????????????????????
P P p
P P q
1 2
1 2
+ =
+ ≠{
O
O
(mod )
(mod )
?????????
x x n
x x n
1 2
1 2
≠
={
(mod )
(mod )
???????????
????????????? P1 + P2 = O (mod p)? P2 = -P1???????
(x2, y2) = (x1, -y1)??????? x1 º x2 (mod p)?? y1 º -y2 (mod p)?????????
P1 + P2 ¹ O (mod q)????? x1 º/  x2 (mod q)??? y1 º/  -y2 (mod q)?????????
????????????? 2???????
?1?x1 = x2 (mod p)?? y1 = -y2 (mod p)?? x1 ¹ x2 (mod q)
?2?x1 = x2 (mod p)?? y1 = -y2 (mod p)?? y1 ¹ -y2 (mod q)
?1?????x1 = x2 (mod p)?? x1 ¹ x2 (mod q)?? x1 - x2? p????? q?????
??????????? x1 ¹ x2 (mod n)????x1 = x2 (mod n)?? x1 - x2? n????
???q?????? x1 = x2 (mod q)?????????????? 1?????????
????
?2????????????y1 + y2? p??????q??????????????
????????????????????? 1?????? 2y1??????????
????????????2????? x1 = x2 (mod q)????????????????
?? x1 ¹ x2 (mod q)???????1????????????? 1??????????
????????????? x1 = x2 (mod q)??? 1??? (*)??
??? x1 - x2? p????? q???????
??? 2y1? p????? q???????
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(y1)
2 º (x1)3 + ax1 + b º (x2)3 + ax2 + b º ( y2)2 (mod q)
??????? y1 = y2 (mod q)??? y1 = -y2 (mod q)???????????????
??????*8???2????? y1 ¹ -y2 (mod q)???????y1 = y2 (mod q)??????
????y1 ¹ -y2 (mod q) ÜÞ 2y1 ¹ 0 (mod q)????2y1? q????????????
???????? 2y1? p?????????x1 = x2 (mod n)???????x1 = x2 (mod n)
????????? x1 = x2 (mod p)? x1 = x2 (mod q)??? x1 = x2 (mod pq = n)????
??????????? x1 = x2 (mod n)????????????? x?????????
??? P1 = (x1, y1)? P2 = (x2, y2)??? n?????? y2 = x3 + ax + b????????
??????y1 = y2 (mod n)???? y1 = -y2 (mod n)???????????????? 
y1 = -y2 (mod n)?????????????????? y1 + y2? n????????????
n? q?????????? y1 + y2 = 0 (mod q) ÜÞ y1 = -y2 (mod q)????2??????
???????????? y1 = y2 (mod n)??????y1 - y2? n?????? p???
???????? y1 = y2 (mod p)????2????????? y1 = -y2 (mod p)?????
2y1 = 0 (mod p)??????? 2y1? p????????q?????????????
?? 1??????? ?
??????? 1???????? n = pq, P1 + P2 = O (mod p), P1 + P2 ¹ O (mod q)?
????
gcd (n, x1 - x2) = p?????gcd (n, 2y1) = p
? n?????????????????????????????? n = pq????
?????????????P1 + P2 = O (mod p), P1 + P2 ¹ O (mod q)?????????
???????????????
?? P1 + P2 = O (mod p), P1 + P2 ¹ O (mod q)??????????????????
? 1????????????????? 2? P1 = (x1, y1), P2 = (x2, y2)???????
????????????????????????? n?????????????
???????????????????????????????????????? 
P1 + P2 ¹ O????????????? P1 + P2 = O (mod p)????????????
????????????????
??? 2?
p??????P ¹ O? p?????? y2 = x3 + ax + b?????????????
P P P k P p+ + + = =   [ ] (mod )O
?????? k??????
*8 ?????????????????????????
k?
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??????k????? P??? [k ] P??????????? 2?????????
????????????????????????????????????????
????
??????? y2 = x3 + ax + b???????????????????
?????P1 ¹ O, P2 ¹ O???? P1 + P2 ¹ P1, P1 + P2 ¹ P2???*9???????P + 
P3 = P?????? P3???????? P3 = O??????????????????
????????P + P + ¼????????? P??????????? k + 1???
?? [k + 1] P = P?????????
[ ] ( )k P P P P P P+ = ⇐⇒ + + + =1   
??????[k] P = O???? ?
????????????????
??? 3?
p??????p?????? y2 = x3 + ax + b????? s??????? s????
?????
E = {P1, P2, ¼, Ps}
??????P1, ¼, Ps????????? P???? [s] P = O (mod p)??????
????? Pi , Pj???? E?????????
P + Pi ¹ P + Pj
???????????? P + Pi = P + Pj?????Pi = Pj???????????????
E¢ = {P + P1, P + P2, ¼, P + Ps}
??? E???????????????????????? E?????? E¢???
?????????
P2
P1
P
P3
P1 P
P3 = [2]P1P2
P3 = 
P1 P2
P1
*9 ???????????????????????
k?
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P P P P P P P P P
s P P P P
s s
s
1 2 1 2
1 2
+ + + = + + + + + +
= + + + +
 

( ) ( ) ( )
[ ] ( )
??????? [s] P = O???? ?
?? 2??? 3????????????????????????????k? s?
????????????????????????????
??? 4?
m????????p??????p?????? y2 = x3 + ax + b????? s??? 
??P???? y2 = x3 + ax + b?????????
[ms] P = O
??????
????? 3?????
[ ] [ ] [ ] [ ]ms P s P s P s P= + + + =   O
???? ?
?? 1??? 4?????????
[ ] [ ] (mod )ms P P ms P p= ⇐⇒ + − =O O1
???????????????? 1? P1 + P2 = O (mod p)??????????????
? n???? p?????????????????p - 1?????
am(p-1) -1 º 0 (mod p)
??????????p - 1???????????????????????????
?????????????????????????p?????? y2 = x3 + ax + b?
?????? s???????
[ms] P = O (mod p)
????????????????????????? s????????????? 
y2 = x3 + ax + b? a, b??????????????????????????????
??????????? p??????????????????????????? 
s???????????? s???????????? s?????????????
??????????????????????? p - 1????????? n???? p
????????????????
??????????n = pq??? p, q??????????????????? 
m?
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[ms] P = P + [ms - 1] P = P1 + P2 = O (mod p)????????????????p - 1?
??????? a (mod n)??????? mod n??????????????????
?????????????????????????????? 1???????????
??? 5?
p, q?????????n = pq????O????? P = (x1, y1)? n????????
? y2 = x3 + ax + b????????????????????????? n????
??????????????
???? n?????????????
P1 = (x1, y2), P2 = (x2, y2)????? 2?????? y2 = x3 + ax + b (mod n)????
?????
?1?-O = O?????
?2?-P1 = (x1, -y1)?????
?3?P1 + O = P1?O + P2 = P2?????
?4?P1?P2 ¹ O???P2 = -P1?????P1 + P2 = P1 - P1 = O?????
?5?P1?P2 ¹ O???P2 ¹ -P1???????
x3 = m2 - x1 - x2 (mod n),   y3 = m (x1 - x3) - y1 (mod n)
?????P1 + P2 = (x3, y3) (mod n)?????????? m? 2? P1, P2???
???????????????????????
m
y y
x x
n x x n
x a
y
n x x n
=
−
−
≠
+
=
2 1
2 1
1 2
1
2
1
1 2
3
2
(mod ) ( (mod ))
(mod ) ( (mod ))





????
??????????????[k] P????????
[k] P = O (mod p)?????[k] P = O (mod q)
??????????????????????????????????????????
????????????????????????????????? n??????
??? m???????mod n???? x2 - x1??? 2y1??????????????
?? m?????????????????????????? mod n????????
?????????mod n????????????????????????????
????????????? [k] P = O (mod p) ??? [k] P = O (mod q)????????
??????????? [k] P = O (mod p), [k] P ¹ O (mod q)??????[k] P = O (mod p) 
ÜÞ P + [k - 1] P = O (mod p)?? [k] P ¹ O (mod q) ÜÞ P + [k - 1] P¹ O (mod q)????
???[k - 1] P = (x2, y2)?????? 1??
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x1 - x2? p????? q??????? (x1 ¹ x2 (mod n))
2y1? p????? q??????? (x1 = x2 (mod n))
????????? m????????x1 ¹ x2 (mod n)?????????m????? 
???????
1
2 1x x-
????????????????? x1 - x2? p????? q? 
????????????????
1 1
2 1
2 1x x
s n s x x n
−
≡ ⇐⇒ ≡ −(mod ) ( ) (mod )
?????? s?????????????? s (x2 - x1) - 1? n???????? s (x2 - 
x1) - nt = 1????????? t?????????????? x1 - x2, n? p????
???? s (x2 - x1) - nt? p?????????1???????????????x1 = x2 
(mod n)???????????????? n?????????????????????
???????????? ?
???????????????????????????????????????
??????????????????????????? 7  ???????n???
?? (x, y) (mod n)??? p????? (x, y) (mod p)? q????? (x, y) (mod q)??? 
?????p, q?? n??????????????????????????????
??????? O (mod n)? O (mod p)?? O (mod q)?????????????? 
P + [k - 1] P = [k] P (mod n)?????????? p, q???????????????
? 3??????
?1?P + [k - 1] P = (x1, y1) (mod p) ¹ O?? P + [k - 1] P = (x2, y2) (mod q) ¹ O????
????????? [k] P = (x, y) (mod n)?????????
?2?P + [k - 1] P = O (mod p)?? P + [k - 1] P = O (mod q)?? [k] P = O (mod n)??
?????
?3?P + [k - 1] P (mod p)??? P + [k - 1] P (mod q)?????? O?????[k] P 
(mod n)????????
??? n??????????????????? p?????? q?????? 2??
??????????n???? O?????????????? p, q???? O??
?????????? O???????????????????? n???????
????????p???? q??????????????????????????
????????? 5??????????????????????????????
?? E ( p), E (q), E (n)????
E (n)  E ( p) ´ E (q)
????O??????????????????????????????????
??????????????
{
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| E (n) | - 1 = (| E ( p) | - 1) ´ (| E (q) | - 1)
??????? ?
???????????????????????????????
????????? 4???????
0???????? n = pq???????????
1??????? B????1, 2, ¼, B?????? k?????
2????????????????? a, x, y????b = y2 - x3 - ax (mod n)?????
????????????? y2 = x3 + ax + b (mod n)?????? P = (x, y)?????
3??????4a3 + 27b2? n?????? G = gcd (4a3 + 27b2, n)??????????
???????
4?[k] P???????????????????????????? 1??? 5?? n
??? p??? q????
5??????????????????? 2???????????????????
??? 1? B???????
???????????????????
?1?1????? p - 1???????????
?2?2???????? a, b????????? y2 = x3 + ax + b??????????
? (x, y)????????????????????? b???????????
????????????????????????????
?3?3?????????? 4a3 + 27b2 ¹ 0 (mod n)???????????2????
a, b???????????????????????? 4a3 + 27b2 = 0 (mod n)?
??????????????????????????????4a3 + 27b2 = 0 
(mod n)???? n????????????????????????????
???? n??? p??? q????????????????????????
????????????????????n????????????????
???????
?4?4?????????????????? 5????? s??? [s] P = 0 (mod p)
??? [s] P = 0 (mod q)?????????????????[s] P = P + [s - 1] P
??????????????[8] P?? P + P = [2] P, [2] P + [2] P = [4] P, [4] P + 
[4] P = [8] P??????????????????????????????? P 
= (x1, y1)? [s - 1] P = (x2, y2)?????????? 1?? x1 - x2??? 2y1? n?
???????????????gcd (n, x1 - x2)??? gcd (n, 2y1)???????
? p??? q??????????
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?5?p - 1?????????????????????? a, b, x, y????????
?????????????????????????????????????
?????????????????????????????????????
?????????????p - 1?????????????????????
???????? ?
? 8   2???????????1?????????p - 1????????? 6???
?????????????????????????????????????
?1?n = 2047?????????????
?2?P = (9, 7), a = 5, b = 1322??????B = 3???????k = 6????
?3?[6] P?????????? mod 2047?????
P + P = [2] P = (630, 978), [3] P = P + [2] P = (9, 7) + (630, 978)
??????? P + [2] P?????????????????????????
x1 - x2?????? 630 - 9 = 621??????? n = 2047??????????
???
gcd (621, 2047) = 23
?????????????? n = 2047 = 23 ´ 89????
?4? ???????????????????? P + P = [2] P, [2] P + [2] P = [4] P, 
[4] P + [2] P = [6] P?????? [6] P????????????? [3] P????
???????????????????????? 3?????[k] P = O??
????????? O????????? ?
? 9  ?? 1??????????????????????????????????
??????????
?1?n = 9058633?????????????
?2?P = (7, 4), a = 5, b = 9058271?????????????????? B = 19??
???????????? k = 232792560??????????????????
??????*10??????????????3??????????
?3?P = (23, 47), a = 5, b = 9048560??????B = 11???????k = 27720????
?4?[27720] P?????????? mod 9058633?????
P + P = [2] P = (5306656, 1097717), [2] P + [2] P = [4] P = (2001700, 5129463)???
*10 ? 8???????????????????????????????????????????
?????? B = 3?????????? 6??????? 23 = 8???? 2??????????
?????????????????????????????????????????????
?????????????????????????????????????????
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????????
[16384] P = (1723334, 760504),  [8192] P = (7826354, 3478054)
 [2048] P = (2009013, 94246),   [1024] P = (3082565, 724524)
  [64] P = (3000053, 578184),    [8] P = (4846137, 3795235)
????????????? [27720] P???????????????
[16384] P + [8192] P + [2048] P + [1024] P + [64] P = [27712] P = (7542478, 3262288)
???? [8] P = (4846137, 3795235)?????????
[27712] P + [8] P = (7542478, 3262288) + (4846137, 3795235)
?????????????????????? x1 - x2??????
7542478 - 4846137 = 2696341?? n = 9058633????????
gcd (2696341, 9058633) = 2063
???????????? n = 2063 ´ 4391???? ?
???????????????????????????????????????
?????????????????????????????? 3?????????
?????????????????? 1?????????????????????
??????????? RSA?????????????? 2??? RSA??????
??????????????????????????? 3??? RSA??????
????????????????????????????????????????
????????????????????????????????????????
????????????????????????????????????????
????????????????????????????????????????
????????????????????????????????????????
??????????????????????????? 3????????????
????????????????????????????????????????
????
????
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